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introduction & background 
swIDch have developed a method for generating a One Time Authentication Code, 
or OTAC. 

This is a single, short, time-based code that can be generated by one system and 
used by another to identify and securely authenticate a user without any prior 
communication between the two systems, meaning that this method can be used 
without two-way communication. 

The time-based nature of the method means the codes are ephemeral and only valid 
during a short time window. The method guarantees that no two users can have the 
same code; the sequence of codes is guaranteed not to be predictable in time 
without knowledge of secret identifying information. 

Unlike second-factor authentication mechanisms such as OTP, OTAC can be used as 
a complete authentication factor. OTP generates a code that is secure, time-based 
and unique to a user, but it is still necessary to identify the user by some other 
means. OTAC identifies the user and authenticates them with a single code. 

In this document, this method is described, the manner of its use is laid out, and 
extensions to the method are described that allow it to support an extremely wide 
range of use-cases. 

The method allows a secure message to be sent over an insecure channel where 
duplex communication is difficult or impossible. An example might be SMS: the SMS 
protocol does not allow for a multi-part handshake and is insecure in its basic form. 
In general, this method offers an advantage wherever security is desirable, but 
normal security methods cannot be applied because of the lack of a duplex 
communication channel. 
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components & functions 

 

In the simplest form of the solution, one system, the client, generates a code which 
then identifies and authenticates the client in a second system, the server, and 
triggers a custom action. 

In addition, the system may have multiple users. A client may have single or multiple 
users. 

This system has a specific advantage over existing systems such as OTP, in that it not 
only authenticates, but also identifies a user with a single code. 
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Generation of an OTAC by the client 

 

We begin with two pieces of information per user: the ID, which is public, and the 
secret, which is not. We also use the time (which is used as a shared truth 
throughout the flow) as an input. The secret is combined with the time and strongly 
encrypted into a hash. 

The ID and hash are then merged, and enciphered using the time. The outcome of 
this encipherment is the OTAC. 

Interpretation of an OTAC by the server 

 

When the server receives an OTAC, it first deciphers it using the time, reversing the 
encipherment process performed in the generation step to recover the ID and hash. 
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The user database, which contains all the system’s users, is queried with the 
recovered ID. If the ID is recognised, a secret and an action can be retrieved from the 
user database. 

The secret found in the database can be encrypted using the time to produce a hash 
that should be identical to the one recovered from the OTAC. If the hashes match, 
the user is considered authenticated. 

If authentication succeeds, the retrieved action is performed, and the flow ends 
successfully. Otherwise, no action is performed, and the flow ends unsuccessfully. 

Use of time as a shared truth 
The method is time-based. Time is used as an input to several of the computational 
methods in the flow, and so must be agreed upon by all parts of both systems 
throughout the flow. For this reason, the time value used by both systems and is 
held fixed during an interval, the period, after which it is discarded and a new time 
value is held. 

Since the client and server have separate clocks, and since the method cannot 
transmit information instantaneously, the server may accept codes generated at a 
set of times surrounding the current time. The exact latitude allowed should be 
determined by the user, based on considerations such as the accuracy of clocks used 
in each system. The smaller a latitude used, the better, but at least the previous and 
next times should be accepted, as imperfect synchronisation is inevitable and may 
cause issues near the boundary between time periods. 

elements 

Core algorithm 
The core algorithm is implemented portably in ANSI C and in Java. It has functions to 
produce and to interpret an OTAC. It requires the use of standard cryptography 
libraries; the core SDK can access platform-specific implementations of these via an 
interface layer designed for the purpose. 

The core and interface layers are packaged together in platform-specific SDKs. 

The portable nature of the core algorithm means that producing an SDK for a new 
platform should be straightforward. Three platforms are initially offered, but we 
expect to offer more, including versions suitable for use on embedded systems. For a 
complete list of currently-supported platforms, please visit https://swIDch.com/. 
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Current SDKs 
The platforms with an available SDK are currently 

● iOS 
● Android 
● Java Spring 

Each of these contain the same core code, along with platform- and 
language-specific APIs to allow developers for those platforms to use the SDK in as 
simple a manner as possible. 

Complete developer documentation is also available via https://swIDch.com/. 

Setup 
For each platform in use, the following constants will be placed in a configuration 
file: 

● Permutation constants: these define the way in which encipherment takes 
place; 

● Period: the time period (in milliseconds) to use 
● Latitude: the permissible latitude (in time periods) allowed by the server. 
● ID length 
● Secret length 

For a given use, these constants must match across all platforms used. 

Some use cases have defined values for some of these elements; these values will be 
configured separately and can be accessed directly by helper functions in each SDK 
designed for that specific use case. Details of this will be found in the SDK 
documentation. 

application flow 
All of the following descriptions are intended to offer a high-level understanding of 
necessary steps in the OTAC system. These are offered at the most abstract level, as 
different use-cases will benefit from different specific flows. Some common flows will 
be discussed separately. 

Registration 
A method of populating the client and server with valid users is needed. There are 
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multiple approaches possible for this, each suitable for different circumstances. 

Hardcoded credentials 
The simplest method is to hardcode users into both client and server. This may be 
suitable for some applications (for example, intercommunication by IoT). 

It is also possible to have a hardcoded user ID in a client, but a flexible set of IDs in 
the server. In this case, the server can be populated by a side-channel (for example, 
when a new client device is created, the user details for that device can be populated 
in the server through a secure, private channel). 

This has the advantage that the secret will never be transmitted over a channel that 
is accessible to an attacker. However, it prevents dynamic registration of users, and 
so is only suitable for use-cases where this is not an issue. 

Credential assignment over a secure channel 
The server may assign credentials to users over a secure channel. 

A client will send an action to be performed to the server. The server will then 
respond with a public ID and a secret, which the client will store. These will then be 
used to generate an OTAC in the normal way. 

Registering the secret through an extended OTAC using symmetric 
encryption 
Where a secure channel between client and server is never available, or where 
communication in two directions is impossible, a client may generate its own 
credentials and register these with the server using OTAC as a transport mechanism. 
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Instead of encrypting the secret alone, an action is also encrypted by the same 
method and an OTAC containing ciphertext of these is sent. Note that depending on 
the complexity of the payload, this may mean the OTAC needs to be longer than the 
one used for authentication and action. 

If a long OTAC is not possible, registration could be completed in multiple steps: a 
partition function could split the secret and action into segments, and each could be 
sent separately, using a series of consecutive times. 

After the decipherment step, the ciphertext is decrypted. The public ID and 
decrypted secret and action are then stored in the user database.   

 

Page 9 of 13 



 

 

  swIDch OTAC system 
Methods and Use  

 

Authentication 
This operates in the manner described in the section on components and functions. 

 

The user’s secret is encrypted using the time, merged with the user’s ID, and 
enciphered using the time, generating an OTAC. The OTAC is sent to the server, 
where it is deciphered using the time, recovering the ID and secret. The ID is used to 
address the user database and retrieve the action and user secret, which is 
encrypted using the time and compared with the hash recovered from the OTAC. If 
the hashes match, the action is performed. 
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complexity and efficiency 

Θ-complexity 
The theoretical complexity of the generation method is TODO find Θ() function, 
where n is the number of digits in a public ID and m is the number of digits in the 
secret. 

The theoretical complexity of the verification method is TODO find Θ() function, 
where n is the number of digits in a public ID, m is the number of digits in the secret 
and u is the number of users. 

Performance test 
The method has been evaluated by an independent testing company. 

A typical client device (a recent commercially-available mobile phone) is capable of 
generating between 500 and 1000 OTACs per second. 

A t2.small AWS server is capable of verifying between 7700 and 12,500 OTACs per 
second. 

extensions of the method 

Allowing multiple actions 
It is obviously desirable for one user to be able to perform multiple actions. 

There are two simple methods for achieving this. 

Action shifting through a side-channel 
A series of action may be stored for a single user. The specific action to be performed 
may be changed using a dedicated service. For example, in a payment flow where an 
OTAC was used as a virtual card number to address a token server, the action would 
be “provide card details to a payment network to enable a payment”. One user might 
have multiple cards; a dedicated service could then allow users to address the token 
server directly and change which card they used to make payments. 

This has the advantage of simplicity, but the disadvantage of requiring a 
conventional authenticated channel to operate. 
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Using an OTAC with a payload 
Alternatively, the OTAC structure could support a payload. In the flow displayed, the 
payload is stored in the public part of the OTAC; it is assumed to be one of a small 
number of instructions, and not to contain any secure information. 

This would be mathematically equivalent to having each user be granted multiple 
IDs to allow them to address different actions. 

 

In this flow, the ID and payload are treated similarly, but after decipherment, the 
payload is reserved for use as an input to the action. Matching and authentication 
takes place exactly as in the simple swIDch flow. 

This method has the disadvantage of reducing the number of users that can be 
addressed in an OTAC of fixed length. 

 

Page 12 of 13 



 

 

  swIDch OTAC system 
Methods and Use  

 

Authentication using a partial hash of a secret 
The security of the method can be improved still further by allocating a much longer 
secret to a user, then using a function that creates a partial hash of the original 
secret. The hash would have the same information capacity as it does now, and so 
authentication would be as secure; because the secret is only partially hashed, 
however, it would be impossible to recover the secret from the hash. 

At the same time, the identical length of the hash makes it as strong an indicator of 
identity as a complete hash of a shorter secret would be (as long as a sufficiently 
strong hashing function is used). 

This is analogous to bank authentication flows, where a bank may request a subset 
of a password in order to avoid disclosure of the entire password. 

This creates slightly more complex challenges for the registration step, but in the 
event that registration does not need to occur over a network (eg with 
communication between two embedded devices whose data are populated at 
manufacture-time) this is not a disadvantage at all. 

contacts 
For enquiries or further information, please visit 

https://www.swIDch.com/ 

or contact 

TODO add contact details 
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